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Duration: 4 Days 

CRISC is the only certification that prepares and enables IT professionals for the unique challenges of IT and enterprise risk 
management and positions them to become strategic partners to the enterprise. Established in 2010, it has already been 
earned by nearly 17,000 professionals worldwide and was named Gold Winner for Best Professional Certification Program 
at the SC Magazine 2013 Awards. This course has been designed to cover the full CRISC syllabus and to prepare you for a 
first-time pass in the CRISC exam.

Audience 

The session CRISC prep training course (ISACA®) is aimed to CRISC 
Exam candidates who have at least 5 years of Risk Management 
experience.. 

Objectives 
At the conclusion of this course, attendees will: 

• Learn the specific requirements for passing the CRISC Exam and 
attaining your certification, 

• Review key concepts, tasks and knowledge related to the duties 
of a risk practitioner, which serve as the foundation of the CRISC 

Exam aligned with the following domains: 
• IT Risk Identification, 
• IT Risk Assessment, 
• Risk Response and Mitigation, 
• Risk and Control Monitoring and Reporting. 

• Learn successful methods of "how to" evaluate Exam 
questions and answers, including analysis and explanations, 

• Review useful, proven information on study and exam time 
management 

• Complete and review a mock exam, including answers and 
explanations.

Course Syllabus 
1. Welcome & Introduction 

2. General Information About 
the Exam 

• Pre-requisites 
• About the CRISC Exam 
• Certification Steps 

3. Domain 1: IT Risk 
Identification 

• Collect and review information, 
including existing documentation, 
regarding the organization’s internal 
and external business and IT 
environments to identify potential 
impacts of IT risk to the 
organization’s business objectives 
and operations 

• Identify potential threats and 
vulnerabilities to the organization’s 
people, processes and technology to 
enable IT risk analysis  

• Develop a comprehensive set of IT risk 
scenarios based on available 
information to determine the potential 
impact to business objectives and 
operations 

 
 

• Identify key stakeholders for IT risk 
scenarios to help establish accountability. 

• Establish an IT risk register to help ensure 
that identified IT risk scenarios are 
accounted for and incorporated into the 
enterprise wide risk profile 

• Identify risk appetite and tolerance defined 
by senior leadership and key stakeholders 
to ensure alignment with business 
objectives 

• Collaborate in the development of a risk 
awareness program, and conduct training 
to ensure that stakeholders understand risk 
and to promote a risk-aware culture 

4. Domain 2: IT Risk Assessment 
• Analyze risk scenarios based on 

organizational criteria (e.g., organizational 
structure, policies, standards, technology, 
architecture, controls) to determine the 
likelihood and impact of an identified risk 

• Identify the current state of existing 
controls and evaluate their effectiveness 
for IT risk mitigation 

• Review the results of risk and control 
analysis to assess any gaps between current 
and desired states of the IT risk 
environment. 

 
 
• Ensure that risk ownership is assigned at 

the appropriate level to establish clear lines 
of accountability. 

• Communicate the results of risk 
assessments to senior management and 
appropriate stakeholders to enable risk-
based decision making. 

• Update the risk register with the results of 
the risk assessment 

5. Domain 3: Risk Response and 
Mitigation 

• Consult with risk owners to select and align 
recommended risk responses with business 
objectives and enable informed risk 
decisions. 

• Consult with, or assist, risk owners on the 
development of risk action plans to ensure 
that plans include key elements (e.g., 
response, cost, target date). 

• Consult on the design and implementation 
or adjustment of mitigating controls to 
ensure that the risk is managed to an 
acceptable level. 

• Ensure that control ownership is assigned 
in order to establish clear lines of 
accountability. 
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• Assist control owners in developing control 
procedures and documentation to enable 
efficient and effective control execution. 

• Update the risk register to reflect changes 
in risk and management’s risk response. 

• Validate that risk responses have been 
executed according to the risk action plans. 

6. Domain 4: Risk and Control 
Monitoring and Reporting 

• Define and establish key risk indicators 
(KRIs) and thresholds based on available 
data, to enable monitoring of changes in 
risk. 

• Monitor and analyze key risk indicators 

(KRIs) to identify changes or trends in the IT 
risk profile. 

• Report on changes or trends related to the 
IT risk profile to assist management and 
relevant stakeholders in decision making. 

• Facilitate the identification of metrics and 
key performance indicators (KPIs) to enable 
the measurement of control performance. 

• Monitor and analyze key performance 
indicators (KPIs) to identify changes or 
trends related to the control environment 
and determine the efficiency and 
effectiveness of controls. 

• Review the results of control assessments 

to determine the effectiveness of the 
control environment. 

• Report on the performance of, changes to, 
or trends in the overall risk profile and 
control environment to relevant 
stakeholders to enable decision making. 

7. Examination Administration and 
Techniques 

• Examination Administration 
• Examination Techniques 
• Frequently Asked Questions 

8. Practice Exam 

9. Closing and questions 

Fees include : 

 

• Training accredited by ISACA, delivered by an accredited trainer for the CRISC 
domains  

 

 

• Official ISACA CRISC Review Manual provided in electronic format to 
participants 

 

• ISACA official CRISC Practice Question Database – 12 Month Subscription 
provided to participants 

 • Course workbook including all the slides presented during the course delivery 
 • Practice exam and answers review and analysis on the last day of the session  
 • Voucher allowing to take the exam during the next 12 months in a PSI exam 

center. (optional) 
 


