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Duration: 4 Days 

CISM is one of the most important infosec qualifications in the world today. CISM defines the core competencies and 
international standards of performance that information security managers are expected to master. It provides executive 
management with the assurance that CISM holders have the experience and knowledge to offer effective security 
management and advice. This course provides an intense environment in which participants can acquire the skills and 
knowledge expected of a world-class information security manager.

Audience 

The CISM prep training course (ISACA®) is aimed to CISM Exam 
candidates who have at least 5 years of Information Security 
experience. 

Objectives 
At the conclusion of this course, attendees will understand: 

• Learn the specific requirements for passing the CISM Exam and 
attaining your certification, 

• Review key concepts, tasks and knowledge related to the duties 
of an information security manager, which serve as the 
foundation of the CISM Exam aligned with the following domains: 

• Information Security Governance, 
• Information Risk Management, 
• Information Security Program Development and 

Management, 
• Information Security Incident Management, 

• Learn successful methods of "how to" evaluate Exam 
questions and answers, including analysis and explanations, 

• Review useful, proven information on study and exam time 
management 

• Complete and review a mock exam, including answers and 
explanations.

Course Syllabus 
1. Welcome & Introduction 

2. General Information About 
the Exam 

• Pre-requisites. 
• About the CISM Exam. 
• Certification Steps. 

3. Domain 1: General 
Information About the Exam 

• Designing a strategy and governance 
framework. 

• Gaining management support and 
approval. 

• Implementing the security strategy. 

 
 
 

4. Domain 2: Information Risk 
Management 

• Risk identification. 
• Risk analysis and treatment. 
• Risk monitoring and reporting. 

5. Domain 3: Information Security 
Program Development and 
Management 

• Alignment and resource management. 
• Standards, awareness and training. 
• Building security into processes and 

practices. 
• Security monitoring and reporting. 

 
 

• Domain 4: Information Security 
Incident Management 

• Planning and integration 
• Readiness and assessment. 
• Identification and response. 

6. Examination Administration and 
Techniques 

• Examination Administration. 
• Examination Techniques. 
• Frequently Asked Questions. 

7. Practice Exam 

8. Closing and questions 

Fees include: 

 
• Training accredited by ISACA, delivered by an accredited trainer for the CISM 

domains 

 

 

• Official ISACA CISM Review Manual provided in electronic format to participants 



CISM® 
Certified Information Security Manager 

2AB & Associates is accredited by ISACA to deliver CISM® Training 
 www.2abassociates.com        

 

 

• ISACA official CISM Practice Question Database – 12 Month Subscription 
provided to participants 

 

• Course workbook including all the slides presented during the course delivery 

 • Practice exam and answers review and analysis on the last day of the session  
 • Voucher allowing to take the exam during the next 12 months in a PSI exam 

center. (optional)) 
 


